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Operator Jail ?

e Applications running in ‘full screen’ mode

* No access to underlaying OS

 Examples:
>  ATM systems

> HMIs
> Kiosk systems in stores / hotels

Oct 2018 Operator Jail breakout
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Why important?

We are trying to
prevent THIS...

Oct 2018




(@ Asvalis Secudea

Common issues with operator jailed systems

Oct 2018

Apps (often) running with admin levels
Stored clear text credentials

Access to config files

Access to internal network

Access to confidential information

No / outdated antivirus

No whitelisting used

Operator Jail breakout
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Why would | care?

“My system is in a secure control room”

 Operators get bored
> Play games
> Watch videos (located on USB)

 Operators make unauthorized system changes
> |t makes their lives easier

Oct 2018 Operator Jail breakout
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Why would | care?

“Only clients use that system,

no company information is on it”

 Often connected to office network
* C(Clients don’t always remove their Pll data
* Negative press

Oct 2018 Operator Jail breakout



(@ Asvalis Secudea

Checking operator jails ...
“Do whatever was told to be wrong or not to be done”

Click on everything, press every button or key combinations
* “test” the mouse
e “test” the keyboard
* Provide incorrect input

Oct 2018 Operator Jail breakout
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Checking operator jails ...

* Easy ways
> Go to help (F1 or other)
> Windows Help might be useful for once!
> Sticky keys
> Windows key combo’s
> Ctrl + key
> Through installed software (internet explorer, AV,
HMI or other)

 Harder ways
> Network based

Oct 2018 Operator Jail breakout
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Checking operator jails ... Go to hel(l)(p)

* Viathe help window
> Search & run: cmd.exe, task manager ...

* Recent OS
> Requesting help opens an Internet Browser

Oct 2018 Operator Jail breakout



(@ Asvalis Secudea

Oct 2018

Operator Jail breakout

11



(@ Asvalis Secudea

Checking operator jails ... Go to hel(l)(p)

 QOpen other
helpfiles...

- Fichier d'aide du pilote d'imprimante de la gamme HP LaserJet 1020

Regarder dars | 123 system3z2 j |‘=_“i< E3- 7
_2 =) 3com_dmi [CCom (i () xircom
) 1025 [ config CInpp @) crrmgr32 hip
Mes documents 251028 [Chdhep Choobe ©)edit hip -—
s 1031 [ Directy, Ciras @) hpipxmui.hlp 297 pr 210
[' 1033 [C)drivers [ChReinstalBackups  @)hptepmui,hip
Impression - 103 [CIDRYSTORE [ChRestore @)ret.Hp
Inpimante Bureau 1037 [Cexpart [CIRMBOSENT €0 SEMTINEL HLP
Mom 1041 Dias [CIRTCOM @) wirhelp.hip
104z [Dhicsxml [C)58tup ©)Z5HP1020.HLP
% Fichier d'aide du pilote d'imprimante de la gamme HP LaserJe f "
= 1054 CIIME ICshellExt ©)25HP2600.HLP
ichier  Edition Signet  Options 7 Mes documents :
A e e I & | » (Dheosz (Dinetsry Sspool
n ) 3076 [CLang CAURTTemp
Onglet Elémentaire =
DAparcu de |a page g! E]appmgmt E:'Macmmeci E]usmt 4 propos de..
Réglages rapides Fasts ok el () CatRoot () Microsaft [Chwbem
Reéglages rapides () CatRoot? [ MsDte (Cwins
Copies
E Copier
Flanan
Favoris réseau  Mom du fichier : || j Ourir | ak. ] [ Antuler ] [ Ajde
Fichiers de type : |Fichiers d'aide j Anrular
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Checking operator jails ... Sticky keys

J Settings
B sticky Keys - X
Keyboard
D it to t Sticky Keys? . . . - )
0 youwant o turn on Sticky Keys Make it easier to type and use your keyboard if you have limited Related settings
Sticky Keys lets you use the SHIFT, CTRL, ALT, or Windows Lago keys by pressing §° reach or strength
one key at a time. The keyboard shortcut to turn on Sticky Keys is to press the SHIFT gth. Typing settings
key 5 times.
Disable this keyboard shortcut in Ease of Access keyboard settings Use your device without a physical keyboard Language and keyboard settings
Yes No Use the On-Screen Keyboard
Have a question?
@D off q
CJ  Display Get help

Press the Windows logo key 28 + Ctrl + O to turn the On-Screen

Cursor & pointer size Keyboard on or off.

Make Windows better

hy
@ Magnifier Use Sticky Keys Give us feedback

= Colorfilters Press one key at a time for keyboard shortcuts

High contrast @ of

5 e Allow the shortcut key to start Sticky Keys
i  Narrator

Press the Shift key five times to turn Sticky Keys on or off

Hearing
Use Toggle Keys
¢) Audio
Play a sound whenever you press Caps Lock, Num Lock, or Scroll
seople to spot the "out of the of Lock
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Checking operator jails ... windows key combo’s

Windows key
+ E => explorer
+ R =>run
+ U/ + 1 =>(display) settings
+ Q => search
+ D => show desktop
+ A => show notifications sidebar
+ X =>right click start menu
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.CTRL + key

Checking operator jails

Open X

Type the Internet address of a document, and Internet L
Explorer will open it for you.

@ Bestand openen

“
« v 4 1 > ThisPC > Windows (C) > Windows > System32 v 0| | search System32
Organize ~  New folder =- m @
ance rowWse... # Quick access 3 emetgazal 18014
TTIr=TT 4 OneDrive M cmdexe 2018 01:34 268 KR
= emdext.dll 12/04/2018 01:34
= This PC R
emdial32dil 12 Ap

Open

» 3D Objects

1] cmdkey.exe

2018 Ap .
% Run as administrator

= Desktop L Ap,
. B cmaiaz.exe . P Pin to Start
2 Documents 1 12/04/2018 01:34 A
I 1 emgrespps.d 7-Zip >

+ Downloads cmifw.dll
CRCSHA >

] cmintegrator.dil 20180134 Ap

b Music N 9 h [ Edit with Notepad-++
Pictures cmiuadil / Ap i
- - EJ Scan with Windows Defender..
» i 2§ cnmon32.exe 120420180134 A
W Videos mpbikazal . X Restore previous versions
£ Windows (C) .
& cmstp.exe Send 1o >
~- share (D) -
cmstplua, oo

> ¥ Network < cmutil dil 12/04/2018 01:34 A e
I engereduidil 12 3 Ap

Create shortcut

7 engprovider.dil 12/04/201801:34  Ap
% Delete
File pame: | cmd.exe © Rename
| 2 Cancel
vee Properties
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Checking operator jails ... Printing

> Default Windows print dialog lets you break out
> Print to (XPS) file

> Find a printer
e > Printer properties often have hyperlinks

; i=h Print >
General stp NETPRTO1 Document Properties

.Mvanc:edl Fapen'ﬂJal'rtyl E?'ectsl FiniaHingI Color  Services |

Select Printer

=g Canon MG5700 series Printer WS = Microsoft XPS Document
& Fax =2 Send To OneMote 2016

=2 Microsoft Print to PDF

Select @ destination j

Select a destination

Online diagnostic tools

< - Support and troubleshooting
J— . Product manuals

Status: Ready [APrintio file: Prefere Check for driver updates

Location: Order supplies

Comment: Find Pr

Oct 2018 Operator Jail breakout
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Checking operator jails ... Internet explorer
e Launched from any URL on the system / application
 Download your backdoor

 |finternet connection exists: Ikatt

e “download” cmd.exe
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—_1 Typethe Intemet address of a document, and Intemet he web page

=| Explorerwil open it for you.

Open: Ic:\,windou\'s‘s,system32\pnd.exe| j

/2 http://10.66.192.156 - Windows Internet Explorer

ok | cacdl | Bowse.. |
® More information website on attacker station

a yerified. Are you sure you want to run this

MName: cmd.exe
Publisher: Unknown Publisher

'z

should only run software from publishers you trust. How can I decide what

|@ This file does not have a valid digital signature that verifies its publisher. You
software to run?
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Checking operator jails ... other installed
software

t| B Command Prompt

"Command Prompt" Properties

e Antivirus software popups in tray bar | oo o
> Why not trigger the AV? | Sl wooaes

[“]insert Mode
Enable Ctrl key shortcuts

e Startup scripts that don’t run ‘silent’ | [ ——

Text Selection
Enable line wrapping selection

> Request properties | G

Current code page

> NeW hyperlink added in Wlndows 10 | 437 (OEM- United States)
> Opens with web browser... | D
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Checking operator jails ... HMI Software

Slemens MM8000

>
>

>

Oct 2018

Go to the MMB8000 historic browser

Choose to export the historic

Click right in the new window & create a shortcut
> |ts a limited shortcut :-/

Select “Cmd.exe” from c:\windows\system32, click

right and request the properties

Click on any link in the properties window

Opens a windows help file

Operator Jail breakout
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Checking operator jails ... HMI Software

|EHMBOX09T1_ - CONTROLE TEMPS SEG, AU _

20/09/18 [11:17:32.814 |2

PROCESS BUS NETWORK

Serder Cabinet 1 Switch W1 Groupel W1

Server Cabinet 1 Switch W2 Groupel W2

Server Cabinet 1 Switch W4

Server Cabinet 2 Wi

Server Cabinet 2 W2

Salle inform. Switch W2

NETWORK | W {1

SIEMENS
® Conscle ™ Support et e NET

T ]

Sirvet paCuRE B3
E«erinill picture_.
Brint picture...

Go b My Pichures
Set ud background

Username: [sz=mn
Password:

Log Oa Copy

Taleck o
W SOUCE

Erogemes

’.)"H‘I(l or A

» 10

TERMIMAL BUS NETWORK

Server Cabinet 1 Switch W3

Sarver Cabinet 2 Switch W3

Contr. Exiet Bwitch Wi

Contr. Exist Switeh Wl

Salle Inform. Switeh W1




11:17:32,814

[ ' [ ' [ Ww~—~Ww 1l 11| [ ‘"~~~ 1 [ 1 [ | _}—/]

File Edit Fommat View Help

e o . html>
PROCESS BUS NETWO K
: | chesd>
ctitleslogon to SCALANCE X Management (172.21.41.36)¢/titles
cabi Switct <scrlpt sre="doc/XTranslate. js* type="text/javascript™> </script>
gs et Lt - <scrlpt sro="doc/XDict.js” type="text/javascript™» <« script>
«seript sre="doc/XGetBrasser, js* type="text/javascript™> «/scripts
Server Cabinet 1 Switch W2 - <script src="doc/XMD5. js” type="text/javascript™> <fscript>

<link REL="STYLESHEET"™ HREF="/doc/XSpecial.css™ type="text/css">
<META HTTP-EQUIV="Pragma™ CONTENT="no-cache"»

<VETA HTTP-EQUIV="Expires” CONTENT="-1"»

<script language="JavaScript™s

€l

1f (parent.document.locatlon l= document.locatlon)

Cabinet 1

setTimeout (myDelay,58);

1
function myDelay ()
{

}

var isI = "@°;
if (isI != "" &8 isI > @)
document.location = */*;

parent.document. locatlon = °/;

function CheckLang()

Lang = “-1%;
if (Lang == "1")

document . XForm.snLanguage. options [@].selected = true;
else if (Lang == "2")

document . XForm.snlanguage. optlons [1] . selected = true;
else if (Lang == "3")

document , XForm.snlanguage. optlons [2] .selected = true;
else if (Lang == "4")

< [0
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o CAWindows\System32\cmd.exe [=[a[ x| PTC NETWORK ] @
icrosoft Windows [Uersion 6.3.96001
{c> 2813 Microsoft Corporation. All rights reserved.
s\Mindows~SystenI2¥_ 172.2141[1] - Notepad -
Open _I
sternd2 Search Systern32 P
3= L7
- Date modified Type Size ~
2.dll 11/21/2014 210 A Application extension kx|
1172142014 210 Ak Application 308K
dil T/21/2074 210 Ak Application extension 10kl
2.dll T/21/2074 210 Ak Application extension 473Kl
Lexe 11/21/2074 3:10 Akt Application 15 Kl
NS U chlache Y crmdi3z.exe 1172142014 910 AM  Application a7kl
schemas (%] cmifuedll 11/21/2014 910 A0 Application extension 79kl
Server Cabinet 2 W2 security (| cmipnpinstall dil 872272013 3:25 PM Application extension 185 Kl
ServiceProfiles ] emlua.dl 1172172014 108K Application extension 35 Kl
SEnAcing ?cmmﬂn}?.exe 11/21/2074 3:10 Akt Application 8Kl
Setup % bk32.dI 11/21/2014 910 Ahd Applicati ot 25Kl
Salle Inform. Switch W2 | = 2 ppicanan sdensen
B 88 cmstp.exe 1172172014 31080 Application e
Softwvare Distribution %] ernstplua.dil 1172172014 210 8K Application extension 17Kl
Speech | ernutil.dil /2142074 210 Ak Application extension 46 k1
symbols %) cngereduidll T/21/2074 210 Ak Application extension 09kl
System cngprovider.dil 11/21/2074 3:10 Akt Application extension 55 KI
System32 crfat.dll 1172142014 910 AW Application extension 34 Kl
SysternResources %] colbact.dl 11/21/2014 9108 Application extension B9kl
SysOME hd m >
File name: |cmd‘exe v| |AII Files ("™ v|
Encoding: [ANSI v| | Open | | Cancel |
else 1f (Lang == "3")
document . XForm.snLanguage.options [2] .selected = true;
else 1f (Lang == "4")
< [T
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Checking operj
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@AIarmControl - Picture  @Alarm C
E’ rrT trol - Table DA arm
@BarChartCo Imprimer sur
[&Docurments Apergu avant impr
[#)Dacumentation Lontra,., @MLPLS,

o op e

A

Reports

iz e o

Mom

[#)alarmControl - Picture
[8) Alsrmontrol - Table

=]

[@)BarChanControl - Pictu..,
[#)Documentation Alarm ...
[#Documentation Contra...
[#)Documentation Global .

Documentstion Global ...
[#Documentation Global ..
[#)Documentation Graphi...
[#Docurmentation Graphi..

Mise en page

@Alarm Control - Picture..
@Alarm Control - Table.rpl
@Bar Chart Contral - Pict...
@AIGTSRPL

@MCPCSapl
@GSC_RACT rpl
@GSC_RPFC.rpl
@GIC_RSFC.rpl
@pdlpic.rpl
@pdlpicDyn.rpl

Irnpression suivante

4 [ s ThisPC » Documents » 2]

v & [ search Documens

Organize »  New folder

~

Narme Date modified Type Size

i Favorites

B Desktop 2 Ma musique TIF16/2016417PM  File falder
18 Downloads & Wes images TAIER0E4TTPM File folder
] Recent places 21 Mes vidéos TIF16/2016417PM  File falder
. SOL Server Management Studio 3/9/2016.2:02 PM File folder
B Desktop | Visual Studio 2010 3972016159 PM File folder
B HyCon Administ
18 This PC
& Desktop
1| Docurments
@ Mamusique
@ Mesimages
2 Mes vidéos
| SOL Server M
Uical Shidin ¥
File name: || v
Save as type: | OpenXPS Document (".oxps) vl

= Hide Folders

Save Cancel

L]
]
]
L]
]
L]

v

<l

1B

I -Tolh

[#) Dacumentation Glahal ... @GSC_RA
[#Dacumentation Glabal ... @GSC_RPI
[#) Dacurmentation Glabal ... @GSC_RSH
v @Documentation Graphi... @pdlpic.ry
@Documentation Graphi... @pdlpicDy
[&]r, P i T
<l
=
’ ; &
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Checking operator jails ... HMI Software

Siemens T3N0NN

~i0i x|
Applications  Favorites  View Window Extras Mode | Help Fasn EM ENS
[Py

& Contents

=)

Q Blant Manuzl
BN T
[ [EMENS

=1alx|
¢<|2|&ls|

bA-T3000 -
Welcome to the SPPA-T3000 Use

Documentation User Guide Getting Sta rted

Engineering User Guide

M Getting Started (Getting Started)
----- # Implementation Example
--# Logging In What is the Aim of Getting Started?
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SYMCHRO AUTO

@ AJ.-.”EleperahanmI:phce_ j YR v 2w

J_l 3 & Qvlﬁﬁra‘:r_n ‘Workplace :Startup DH‘%;? i v (v

g7 Industrial IT 800xA System On-Line Help
& & 0Ot
S 5
Conten  Curent URL:
B W mk@MSITStore: C:\Program* 20Fles\ABB %20Indust
[
b4 URL: = you are looking for is currently unavailable. The Web
| windows/system32/command oo }e experiencing _techmoal difficulties, or you may need
/ ur browser settings.
| canca |

e page cannot be displayed

- the following:
Process Graphics
Allarms and Events Click the [ Refresh button, or try again later,

Trends If you typed the page address in the Address bar, make
Reports sure that it is spelled correctly.
SFC Viewer ) To check your connection settings, click the Tools menu,
SMS and E-mail Messaging Op and then click Internet Options. On the Connections
System Alarm and Event Mess: tab, click Settings. The settings should match those
lcons and Symbols provided by your local area network (LAN) administrator or
Operatar work place Configuration Internet service provider (ISP),
Graphics See if your Internet connection settings are being detected.
Configuration You can set Microsoft Windows to examine your network
and automatically discover network connection settings (if
your network adrinistrator has enabled this setting).
1. Click the Tools menu, and then cick Internet
Options.
2. ©Onthe Connections tab, click LAN Settings.
3. Select Automatically detect settings, and then
click DK,
Some sites require 128-bit connection security, Click the
Help menu and then click About Internet Explorer to
determine what strength security you have installed.

=

=
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Checking operator jails ... HMI Software

' Microsoft Excel - Book1
‘B Ble Edt ¥iew Insert Format Tools Data  BulkData Manager Window  Help

ABB SOOXA | (1 PEER DEEHS SRIVE 4 R2BR-¢F 9-18=- 2| E§|nria| - -]
!E“rw ~ | welcom g r L o System !

A1
Default Aspeckt artDisplay Y 5 | c | 5 | = | F | 5 | m | | 3 |

Open Historique Prc ‘1?

Open Historique tags T

Open Historique T

Open Historique System ?

Acknowledge T
%] Functional Structure 7
F=lHarmaony: Alarm List g
F=1 1M Event List g

References 3 %
Add Mote 12
. 13

Properties. .. W
15
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Checking operator jails ... HMI Software

DA 0 0
- - — [y
| - - -~ . -
| IND TEST Q B[]
‘ | ‘ ‘ ‘ ] - _ iﬂ VENTLGREEN
i [ zmzm  |[H]
Cogito J Analyt. Sch.lFeHVV Sch. Q ==, B

Acrobat Reade
>'l Export File Edit Document Tools Wiew Window  Help

EESE | A (E 44 b p|Ea®|[ahoe ~-@ | OOOE DB
&R T-L||E -7 - R

n - _
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Checking operator jails ... Uncommon
behavior

* Crash the software
> Qverloading system
= QOpening “help” pdf 1000 times
= Execute heavy queries
> Unexpected input
= Unexpected format
= Unexpected timing (loading screens)
e Pull out network cable
 Reboot
> Start in safe mode (works on phones as well)
Oct 2018 > Not advised in live.environments
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Protecting operator jails ...

Oct 2018

System hardening

Vendor fix

Block key combo’s

Disable right-mouse click

Implement custom print solutions

Don’t open additional soft within kiosk mode

No notification popups ...

Restrict access to the network — restrictive firewalling
Use Windows Applocker features

Operator Jail breakout
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Do you have what it takes to escape?

33
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