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Operator Jail ?

• Applications running in ‘full screen’ mode

• No access to underlaying OS

• Examples:
▹ ATM systems
▹ HMIs
▹ Kiosk systems in stores / hotels
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Why important?

We are trying to 
prevent THIS…
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Common issues with operator jailed systems

• Apps (often) running with admin levels

• Stored clear text credentials

• Access to config files

• Access to internal network

• Access to confidential information

• No / outdated antivirus

• No whitelisting used
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Why would I care?

“My system is in a secure control room”

• Operators get bored
▹ Play games
▹ Watch videos (located on USB)

• Operators make unauthorized system changes
▹ It makes their lives easier
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Why would I care?

“Only clients use that system, 

no company information is on it”

• Often connected to office network
• Clients don’t always remove their PII data
• Negative press
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Checking operator jails …

“Do whatever was told to be wrong or not to be done”

Click on everything, press every button or key combinations
• “test” the mouse
• “test” the keyboard
• Provide incorrect input
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Checking operator jails …

• Easy ways
▹ Go to help (F1 or other)

▹ Windows Help might be useful for once!
▹ Sticky keys
▹ Windows key combo’s
▹ Ctrl + key
▹ Through installed software (internet explorer, AV, 

HMI or other)

• Harder ways
▹ Network based

9



Checking operator jails … Go to hel(l)(p)

• Via the help window
▹ Search & run: cmd.exe, task manager …

• Recent OS
▹ Requesting help opens an Internet Browser

10



11



Checking operator jails … Go to hel(l)(p)

• Open other 
helpfiles…
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Checking operator jails … sticky keys
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Checking operator jails … windows key combo’s

Windows key
+ E => explorer
+ R => run
+ U / + I => (display) settings
+ Q => search
+ D => show desktop
+ A => show notifications sidebar
+ X => right click start menu
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Checking operator jails … CTRL + key

▸ CTRL + P

▸ CTRL + O

▸ CTRL + S

▸ …
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Checking operator jails … Printing

▹ Default Windows print dialog lets you break out
▹ Print to (XPS) file
▹ Find a printer
▹ Printer properties often have hyperlinks
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Checking operator jails … Internet explorer

• Launched from any URL on the system / application

• Download your backdoor

• If internet connection exists: Ikatt

• “download” cmd.exe
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Checking operator jails … Internet explorer

Launched from any URL on the system / application
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Checking operator jails … other installed 
software

• Antivirus software popups in tray bar
▹ Why not trigger the AV?

• Startup scripts that don’t run ‘silent’
▹ Request properties
▹ New hyperlink added in Windows 10
▹ Opens with web browser…
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Checking operator jails … HMI Software

Siemens MM8000
▹ Go to the MM8000 historic browser
▹ Choose to export the historic
▹ Click right in the new window & create a shortcut

▹ Its a limited shortcut :-/
▹ Select “Cmd.exe” from c:\windows\system32, click 

right and request the properties
▹ Click on any link in the properties window
▹ Opens a windows help file
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Checking operator jails … HMI Software

Siemens WinCC
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Checking operator jails … HMI Software

Siemens WinCC
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Checking operator jails … HMI Software

Siemens WinCC
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Checking operator jails … HMI Software

Siemens WinCC
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Checking operator jails … HMI Software

Siemens WinCC & XPS
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Checking operator jails … HMI Software

Siemens T3000
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Checking operator jails … HMI Software

ABB 800xA
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Checking operator jails … HMI Software

ABB 800xA
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Checking operator jails … HMI Software

Cegelec SCADACEC
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Checking operator jails … HMI Software

Cegelec SCADACEC
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Checking operator jails … Uncommon 
behavior

• Crash the software
▹ Overloading system 

▪ Opening “help” pdf 1000 times
▪ Execute heavy queries

▹ Unexpected input
▪ Unexpected format
▪ Unexpected timing (loading screens)

• Pull out network cable
• Reboot

▹ Start in safe mode (works on phones as well)
▹ Not advised in live environments 31



Protecting operator jails …

▸ System hardening

▸ Vendor fix

▸ Block key combo’s

▸ Disable right-mouse click

▸ Implement custom print solutions

▸ Don’t open additional soft within kiosk mode

▸ No notification popups …

▸ Restrict access to the network – restrictive firewalling

▸ Use Windows Applocker features
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