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“Urgently patch because vulnerability xyz ...

“Critical flaw in PLC abc ...” -
( vam

“Security testing can not be done ...”

ool
"

How do you know you are at risk?
How much time do you have to patch or mitigate?



Enter security testing of your environ

However ...
* Scope of ICS security assessments is often limited
e Does not include all layers (PLC, physical ...)
e Tends to be solely IT focused

What v tie accessihbity of yowr enwiae



How easy s it to- getto-

Stowrt Looking at tire brgger

But also- ... Back to- basics ...



Determine accessibility using scenario’s
e Off site

e External person

* On site
* Visitor access
* Employee access
* (privileged) employee access
* Guard access

Physical

Logical

<

No- dlegal actiony ... Accessibility

No- break -uv attempts ...
Juwst uwse wirats ot there ...



Combination of
e Whiteboard sessions =—————p N

* Physical walkthroughs
 Technical testing/scanning\;



Human

All those nice helpfull people ...

People do not like to challenge other people ..
Or its not in their job description ...

e USB dropping

* Phishing

* Procedure bypass

e Technical measures bypass



Physical

Look for

* Perimeter security
Location security
Camera detection
Motion detection
Door “gaps”

scanners/g
e Racks

oY

(Eb)uie all reachable network outlets ...
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Physical — “external” conne



Physical
N4

(Eb)uie operator jails

@ Windows Heip and Suppart ~lofx]
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N Adminlhraton CAwINBows\sys
Microsoft Windows [Uersion 6.1.7601]
[Copyright (c) 2009 Microsoft Corporation. ALl rights reserved

¢ \windous\systen32>
ncther
ek the Start b

Command Prompt
Command Prompt

|
p— 1 More sippont dptions
Applicatie Versie: 00




Physical
Uk

(3b~)us\e all (unused) physical ports: ethernet, USB, serial




Cpbersecurity services for Industry

Physical
Jord

(\B)HQe all physical ports — add network connection

B Ethernet Properties x

B Ethernet 2 Properties

Metworking ~ Sharing Networking  Sharing
Connect using:

Connect using:
? Intel{R) Ethemet Connection (4) 1215-V

? ASIX AXEB179 USB 3.0to Gigabit Ethemet Adapter

ection uses the following item=

? File and Printer Sharing for Microsoft Metwo
T3 qoS Packet Scheduler
4 Intemet Protocol Wersion 4 (TCP/IPv4)
2 Microsoft Network Adapter Multiplexor Protog
— . Microsoft LLDP Protocol Driver
4 Intemet Protocol Version & (TCP/IP

Description

O ;E File and Printer Sharing for Microsoft Networks

[ 4 Intemet F‘rotocol Version 4 (TCP/IPvd)

O 2 Microsoft Network: Adapter Multiplexor Protocol

[0 s Microsoft LLDP Protocol Driver

[ a Intemet Protocol Version 6 (TCP/IPvE) +
£

Description

Used to discover and locate other PCs, devices and network
infrastructure components on the network . Also used to
determine network bandwidth.

Allows your computer to access resources on a Microsoft
network.

Hardened system, Hardened system,
No network With network...



Logical

* “remote”
e get all DSLs, VPNs...
 access from within IT towards OT
* Rogue 3G modem connections...

* “local”
e get access to the network (IT or OT)

Detfermune tHe Logleal access of adll duscovereods



Logical - remote

TOTAL RESUL

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

RELATED TA
TOP COUNTRIES 218.156.244.8

Korea Telecom

19,830

ea, Republicof Function (E )
: Illegal Functien (

1 Function (Ef

United States
France
Italy

Spain 94.86.180.134

Germany unit I0: @
Telecom Italia Business

TOP ORGANIZATIONS
BN ialy

Verizon Wireless

Deutsche Telekom AG g a
Orange

Korea Telecom

Turkeell

TOP OPERATING 91.80.158.195

Vodafone Italia

Linux 2.6.%
Linux 2 4-2 6 1 - D | & 5

Linux 2.4.% 9 ) » — 3 - . — W
Linux 3. v R ’

Windows 7 or 8 ——

& ZDNet

Employees connect nuclear plant to the internet so they can mine ...




Logical — local

Getting access to the network (IT or C

e (switch) access ports

* No port security
 MAC address filtering
e 802.1x filtering

* |n all cases: either DHCP or static IP’s are used



Logical — local

* No port security

ETAP-2003




dieter@
Current MAC:
Permanent MAC:
New MAC:

dieter@
Current MAC:
Permanent MAC:
New MAC:

:7b: {unknown)
:7b: (unknown)
:21:b7:29:2b:79 (Lexmark International Inc.)

:7h: ~ wunknown)
Th: ‘unknown)
rce:73rac:17:7F (CISCO SYSTEMS, INC.)

$ sudo macchanger -m 00:21:b7:29:2b:79 etho

$ sudo macchanger -m 3C:CE:73:AC:17:7F etho




Logical - local

e 802.1x ...

A Lot ICS o 24
Or oxe told so- ...

 Completely secure ??

Thunk agair ...

802.1x Wy just network auntiventicotion




Logical - local

e 802.1x - Gremwell Marvin

Links, Before and After Tapping

Legitimate

Network Station e

The first bridge port The second bridge port

Legitimate
Network Station

Marvin Local Network

m

Tap Client

Source: https://www.gremwell.com/marvin-mitm-tapping-dot1x-links

802.1xw srft

l’Cnnfig |’ARP |’Flnws |’Cnnversatinns

Sectudea

Cpbersecurity services for Industry

ERIF1, the first bridge interface |eth1 ‘v‘ ‘ Rescan interfaces

ERIF2, the second bridge interface

e[|
TAPIF, the network interface the tap client(s) are connected to =

MAC and IP address of default gateway used by the tap client(s)

MACr 00:03:03:03:03:03 IPr |10.0.1.1

Masquerade tap traffic towards BERIF1 0. Use the following source MAC and IP addresses:

BRIFLSMAC |00:20:56:el:1a:31 BRIFLSADDR |172.16.208.2 | ‘ Select ..

Masquerade tap traffic towards ERIF2 . Use the following source MAC and IP addresses:

BERIFZSMAC |00:0c:29:90:9d:39 | BRIF2ZSADDR |172.16.208.148 | ‘ Select ...

BER.GATEWAY, IP address of the default gateway on the bridged link |l?2.16.208.2 |

BER.METMASE, Netmask on the bridged link |255.255.255.0 |

works on Kali 32bit



Logical - local

e 802.1x

e DefCon19 presentation

* https://www.defcon.org/images/defcon-19/dc-16
Duckwall-Bridge-Too-Far.pdf

 Fenrir

* https://github.com/Orange-Cyberdefense/fenrir-ocd

* https://hackinparis.com/data/slides/2017/2017_Legrand_Valerian
ess_Control_and_Bypass_Techniques.pdf



Logical - local

“I have network access ... Now what”

* Nmap scans
e Default port set does not include most scada ports

* Vulnerability scans
e Default Nessus does not include scada checks

* Check for default passwords



Logical - local

“Been there done that ... Now what”

 Verify domain & network security
* Sniff credentials Capture NTLMy2

* Check for unencrypted comms Verify witiv Better
* Active Directory security Verufy witiv Blooo



Secu

rsecurity services for Industry

Logical - local

Something else we can do/use?

HiVision

Project Edt View Insen Onime Options Tools
3 3 swepojea & X ¥

Project t
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Enguneerung tooly ... Securuty offen an



Logical - local

Use proprietary communication ways

* Mitsubishi PLC’s
* Use broadcasts to 255.255.255.255 / FF:FF:FF:FF:FF:FF for initial communication
* workstation and PLC do not have to be in the same subnet
* |nthe same subnet TCP is used
* No security however ...

Hdef send3TCOF (3rcIF):
= socket.socket (socket.hF TNET, socket.S50CE DGRAM)
.getsockopt (socket . S0L_SOCEET, socket.S0 REUSEADDE, 1)
.Zetsockopt (socket.S50L SOCEET, socket.S50 BROADCAST, 1)
.settimecut (2)
s.bind({sxcIP,0)}

print{"'How sending the command ..."})

$##%#%% This seems to be the actual packet sending it in REUN mode

s.close ()

Research by Tijl Deneut & Tinus Umans—Howest—IC4



Logical - local

Use proprietary communication ways
e Beckhoff

* implemented security from the beginning
* Mostly based on Windows security
* Beckhoff control & programming comms security is done by TwinCA

 TwinCAT Routes (<> IP routes)
 Uses AMS (Automation Machine Specification) on port TCP/48898
* defines that a device (controller, laptop, HMI, I/O ...) can respond to any requests
* are required on each device that needs to communicate with any other device

» AMS messages contain the ADS protocol (Automation Device Specification), used to contrc
manage and program the controllers

Research by Tijl Deneut & Tinus Umans—Howest—IC4



Logical - local

Use proprietary communication ways — exploiting Beckhoff ...

###--- MAIN MENU FOR EngineerStation - - -### ###- - - MAIN MENU FOR EngineerStation ---###
Kernel: 10.0.18362, NETID: 10.11.12.44.1.1 Kernel: 10.0.18362

root@kaliOnC: ~
H:} Ef}r File Edit View Search Terminal Help
ist

j B ) i i/hand
[A] Add msf5 exploit(multi/handler) > run

[D] Dele

[C] Chargie ed## A1l actions are on hive "HKLM"
Brows## Since TwinCAT is still running as a 32-Bit process, all HKLM\SOFTWARE keys will be stored/read as
[0] Chocrq] Q##  HKLM\SOFTWARE\WOW6432Node
[Q] Quil[d#] Read or Write a Registry Value?
Blease J[o#] I[r] Read a value
[r] R[w] Write a value
[a]l Raction [r]:w
[ul Uyhich path to use [SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\]?:
[e#] Which key to use [EnableLUA]?:
hich value to set [0]:
CUrrepEG DWORD or REG SZ [D/s]?:
Dired riting value:
[1] setting: EnablelLUA
(2] ;Key SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\\EnablelLUA with value 0 correctly set.
[3] mPress any key to continuel]

[*1 Started reverse TCP handler aon 192 168 50 _130-4444

amec [ TEIT [

[!'] Opening TCP socket on 192.168.50.130:48898
[+] Success, route for this IP (192.168.50.130) should be added

Research by Tijl Deneut & Tinus Umans—Howest—IC4




DEVICELIST ---###
[1] 00:1b:1b:f6:d7:8b (172.21.41.33, SIMATIC-PC, o0s03)
[2] @O:1b:1b:f6:d7:99 (172.21.41.31, SIMATIC-PC, o0s01)
[3] 68:05:ca:46:75:a6 (172.21.41.44, SIMATIC-PC, gatewayinfi)
[4] 60:1b:1b:c3:25:30 (172.21.41.23, SIMATIC-PC, serverlhb)
[5] 80:1b:1b:f4:e9:3b (172.21.41.32, SIMATIC-PC, o0s02)
[6] 90:1b:Pe:af:ea:43 (172.21.41.13, SIMATIC-PC, es0l)

[7] 60:1b:1b:f5:b8:dc (172.21.41.24, SIMATIC-PC, server2a)
[8] BO:1b:1b:f5:b9:e0 (172.21.41.25, SIMATIC-PC, serverz2hb)
[9] @60:1b:1b:c3:25:69 (172.21.41.22, SIMATIC-PC, serverla)
[Q] Quit now

Please select the device you want to use [1]: |




Logical - local

Use proprietary protocols
|CSSecurityScripts

Industrial Security Scripts

Beckhoff-CX9020-WebControl.py: Controlling the Beckhoff CX9020 Windows CE PLC
FullBeckhoffScan.py: Elaborate script for scanning AND hacking Beckhoff PLCs

PhoenixControlPLC-ILC150.py: Print out CPU status and reverts it, tested and working on ILC150 (at least partially
working on others)

PhoenixControlPLC-ILC390.py: Print out CPU status and reverts it, tested and working on ILC390 (at least partially
working on others)

S7-1200-Workshop.py: Very simple script for reading inputs and setting outputs and merkers of for Siemens S7-1200
(firmware <= v3)

FullSiemensScan.py: Elaborate script for scanning AND hacking Siemens PLCs (and more ;-) When using NPCAP, make
sure to install it in WinPCAP compatible mode

Schneider-Scanner.py: Simple Broadcast scanner for Schneider PLCs

Mitsubishi: Simple Broadcast scanner for Mitsubishi PLCs, together with a broadcast State Changer for Mitsubishi
Beckhoff ADS Pwner & Route Spoofer: More details coming later (should've attended BruCON 0x0B ;-)

https://github.com/tijldeneut/ICSSecurityScripts
Research by Tijl Deneut —Howest—IC4



Best time for testing?
Some will say “never in live environme

Wiy not ... 2 Just make surre ¢

During FAT/SAT testing Do— “Full Mowfy

B r%io\ns AW doory oper ...

G



What can you do?

Perform security testing on ALL new/upgraded systems/devices
* Include security within FAT/SAT testing cycles

* Build your own “dirty” USB stick containing real malware samples ...
* Eicar alone proves nothing

“We do- not mark Hus as unfected becanse
oy 6 vendory o vurwstotal detfect of ...

Stop bagging on AV. It's actually much

more valuable than you might think.
@mubix, BruCon 2019



What can you do?

Follow packets all the way through yo
e Consolidated firewall rules review

Physical security
* Detection of presence
* Rack door alarms
* Close all cable throughputs where possible
* Physically lock down racks/enclosures



What can you do?

Vendors... Integrators ...

BoR&F trust your supplier/integra

As vendor/integrator
—> be ready to prove your solution security (without hiding
= |IEC62443 helps

Securtty v no- longer a featnre



What can you do?

e (still) use limited scope tests
* But take a step back & look at the bigger picture as well

WO%

Gt Yo We need to start measuring failures as
well as successes.

Oh and hey Red Teams/Pentest Teams..
Please remember that getting caught is
SUCCESS.

@mubix, BruCon 2019
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