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“Urgently patch because vulnerability xyz ...”

“Critical flaw in PLC abc ...”

“Security testing can not be done …”

How do you know you are at risk?
How much time do you have to patch or mitigate?



Enter security testing of your environment

However …
• Scope of ICS security assessments is often limited

• Does not include all layers (PLC, physical ...)

• Tends to be solely IT focused

What is the accessibility of your environment?



Start looking at the bigger picture ...

But also ... Back to basics ...

How easy is it to get to the juicy stuff ...



Determine accessibility using scenario’s
• Off site

• External person

• On site
• Visitor access

• Employee access

• (privileged) employee access

• Guard access

Accessibility

Human

Logical
Physical

No illegal actions ...
No break-in attempts ...
Just use what’s out there ...



Combination of
• Whiteboard sessions

• Physical walkthroughs

• Technical testing/scanning

Network architecture

Locations with 
logical access

Verify accessibility & exploitability



Human

All those nice helpfull people ...

People do not like to challenge other people ...

Or its not in their job description ...

• USB dropping

• Phishing

• Procedure bypass

• Technical measures bypass

This always works …

Can I see your badge ???

Why are you taking pictures?



Physical

Look for
• Perimeter security

• Location security

• Camera detection

• Motion detection

• Door “gaps”

• ...

(ab)use all reachable network outlets ...

Determine the physical access to all logical access paths ...

But also for
• Laptops/Desktops

• (smart) TV screens

• badge readers

• scanners/printers

• Racks

• ...



Physical



Physical

“forgotten” rack key’s
unlocked server rooms



Physical

“closed” rack in a server (aka printer) room …



Physical



Physical

“smart” TV’s in public area’s



Physical – “external” connections



Physical

(ab)use operator jails



Physical

(ab)use all (unused) physical ports: ethernet, USB, serial



Physical

(ab)use all physical ports – add network connection

+ =

Hardened system, 
No network

Hardened system,

With network...



Logical

• “remote”
• get all DSLs, VPNs...

• access from within IT towards OT

• Rogue 3G modem connections...

• “local”
• get access to the network (IT or OT)

Determine the logical access of all discovered ports ...



Logical - remote



Logical – local

Getting access to the network (IT or OT)

• (switch) access ports
• No port security

• MAC address filtering

• 802.1x filtering

• In all cases: either DHCP or static IP’s are used



Logical – local

• No port security 

That was easy wasn’t it ...



• MAC address filtering

Finding a good MAC address to use

=> sniff the device connection & look for ARP or broadcast packets

Logical - local



Logical - local

• 802.1x ...

• Completely secure ?? 
A lot ICS owners think it is ...

Or are told so ...

Think again ...

802.1x is just network authentication



Logical - local

• 802.1x - Gremwell Marvin

Source: https://www.gremwell.com/marvin-mitm-tapping-dot1x-links works on Kali 32bit

802.1x surfing ...



Logical - local

• 802.1x
• DefCon19 presentation

• https://www.defcon.org/images/defcon-19/dc-19-presentations/Duckwall/DEFCON-19-
Duckwall-Bridge-Too-Far.pdf

• Fenrir
• https://github.com/Orange-Cyberdefense/fenrir-ocd

• https://hackinparis.com/data/slides/2017/2017_Legrand_Valerian_802.1x_Network_Acc
ess_Control_and_Bypass_Techniques.pdf



Logical - local

“I have network access ... Now what”

• Nmap scans
• Default port set does not include most scada ports

• Vulnerability scans
• Default Nessus does not include scada checks

• Check for default passwords

Success ... Most systems still unpatched & unhardened



Logical - local

“Been there done that ... Now what”

• Verify domain & network security
• Sniff credentials

• Check for unencrypted comms

• Active Directory security

• Embedded devices often have web applications enabled ...

Capture NTLMv2 hashes with responder

Verify with Bloodhound

Verify with Bettercap



Logical - local

Something else we can do/use?

Engineering tools ... Security often an option or weak



Logical - local

Use proprietary communication ways

• Mitsubishi PLC’s
• Use broadcasts to 255.255.255.255 / FF:FF:FF:FF:FF:FF for initial communication

• workstation and PLC do nothave to be in the same subnet

• In the same subnet TCP is used

• No security however …

Research by Tijl Deneut & TinusUmans–Howest –IC4



Logical - local

Use proprietary communication ways

• Beckhoff
• implemented security from the beginning

• Mostly based on Windows security

• Beckhoff control & programming commssecurity is done by TwinCAT Routes

• TwinCATRoutes(<> IP routes)
• UsesAMS(Automation MachineSpecification) on port TCP/48898

• defines that a device (controller, laptop, HMI, I/O …) canrespond to any requests

• are required on each device that needsto communicate with any other device

• AMS messages contain the ADS protocol (Automation Device Specification), used to control, 
manage and program the controllers

Research by Tijl Deneut & TinusUmans–Howest –IC4



Logical - local

Use proprietary communication ways – exploiting Beckhoff ...

Research by Tijl Deneut & TinusUmans–Howest –IC4



Logical - local

Use proprietary protocols - Siemens

Research by Tijl Deneut  –Howest –IC4



Logical - local

Use proprietary protocols

https://github.com/tijldeneut/ICSSecurityScripts
Research by Tijl Deneut  –Howest –IC4



Best time for testing?

Some will say “never in live environments”

During FAT/SAT testing

During revisions All doors open ...
Nobody to be seen ...
(often) passwords all over the place ...
Systems unlocked ... 

Do “Full Monty” tests ...
... including active scanning

Why not ... ? Just make sure you don’t trip anything ...



What can you do?

Perform security testing on ALL new/upgraded systems/devices
• Include security within FAT/SAT testing cycles

• Build your own “dirty” USB stick containing real malware samples ...
• Eicar alone proves nothing

“We do not mark this as infected because
only 6 vendors on virustotal detect it ...”

@mubix, BruCon 2019



What can you do?

Follow packets all the way through your environment
• Consolidated firewall rules review

Physical security
• Detection of presence

• Rack door alarms

• Close all cable throughputs where possible

• Physically lock down racks/enclosures



What can you do?

Vendors... Integrators ...

Do NOT trust your supplier/integrator

As vendor/integrator

 be ready to prove your solution security (without hiding things)

 IEC62443 helps

but verify

Security is no longer a feature ...



What can you do?

• (still) use limited scope tests

• But take a step back & look at the bigger picture as well

@mubix, BruCon 2019
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